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Content management 
[GS2: Issues related to development & management of social sector] 
 

• Underscoring the need to strike a balance between privacy and security, the Supreme 
Court agreed to hear a plea by Facebook to transfer to the apex court four petitions filed in the 
High Courts of Madras, Bombay and Madhya Pradesh seeking the “linking 
of Aadhaar information to social media accounts”. 

• The apex court was told by the Tamil Nadu government that social media profiles of users 
need to be linked with Aadhaar numbers to check the circulation of fake, defamatory 
and pornographic content as also anti-national and terror material. 

• Facebook is resisting the state's suggestion on grounds that sharing of 12-digit Aadhaar 
number, the Biometric Unique Identity, would violate privacy policy of users.  

• Facebook Inc had said that it cannot share the Aadhaar number with a third party as the 
content on its instant messaging WhatsApp was end-to-end encrypted and even they do not 
have access to it. 
 

Main question 

• The question is if linking social media to Aadhaar is breach of privacy.  

• Upholding Aadhaar earlier, the SC had disallowed its use by private firms, stating it 
was contrary to right to privacy. 

• The Supreme Court decided in the Aadhaar case that the unique 12-digit-number can be used 
only for subsidies and welfare benefits; and pointed out that Section 57 of the Aadhaar Act 
has been struck down to the extent that it authorised body corporate and individuals to use 
the number to establish someone’s identity.  

• Aadhaar linking wasn't mandatory, except in certain cases such as receiving 
government subsidies or linking to PAN card. 

• With this background, the reasoning given to connect Aadhaar number to social media 
profiles doesn't seem to be on strong grounds. 

Obligations for service providers 

• The Union Ministry of Electronics and Information Technology notified new draft rules for 
intermediaries last year and called for public comments.  

• The proposed rules envisage new obligations for service providers.  
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• One of the changes proposed is that intermediaries should help identify originators of 
offensive content.  

• This has created some understandable misgivings at a time when there is widespread 
suspicion about online surveillance.  

• Technology companies that use end-to-end encryption have pleaded inability to open a back 
door for identifying originators.  

• The issue concerns the global policy of these companies as well as the wider public interest 
of millions of registered users.  

Test of Proportionality 

• After the K.S. Puttaswamy decision (2017) in the ‘privacy’ case, any state intervention 
in the regulation of online content has to pass the test of proportionality laid down by 
the court.  

• Note:  

 In the test of Proportionality the courts will quash exercise of discretionary powers in which 
there is no reasonable relation between the objective which is sought to be achieved and the 
means used to that end, or where punishments imposed by administrative bodies or inferior 
courts are wholly out of proportion to the relevant misconduct.  

 So the administrative action which arbitrarily discriminates will be quashed by the court.  

 The implication of the principle of proportionality is that the court will weigh for itself the 
advantages and disadvantages of an administrative action and such an action will be upheld 
as valid if and only if the balance is advantages. 

K Puttaswamy vs Union of India case  

• K Puttaswamy vs Union of India case resulted into declaration of right to privacy as a 
fundamental right under article 21 of the Indian Constitution, by the Supreme Court.  

• The right to privacy is not without restrictions but it firms a very part of Natural right. 

The right to privacy (RTP) provides the right to enjoy freedom of thoughts, expressions, ideas, 
ideologies & actions in the zone marked by privacy. 

• Provides for protection against the state's interference in the private matters including 
marriage, family & sex.  

• The issue of surveillance by the state &' social surveillance' of the women's body by the 
public through stalking, online hacking etc are addressed. 
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• Though the right to privacy is not absolute & it needs more clarity, discussion & 
interpretation. 

Conclusion 

• It will be desirable if courts do not impart needless urgency to the process of introducing a 
balanced regulatory regime to curb content that promotes undesirable activities such as child 
pornography, sectarian conflict and mob violence, without affecting individual privacy.  

• The balance must be right between protecting privacy and allowing the state leeway to 
curb crime.  

Mains question 

Q) The concerns of misuse of Aadhaar-social media link can be addressed 
only through achieving a balance between right to privacy, preventing crime 
and fake news issue. Elucidate. 

Sacrificing liberty for national security 
[GS3: Security] 
 
• The article says that the Unlawful Activities (Prevention) Amendment Act could prove 

catastrophic for fundamental rights. 
• What is Unlawful Activities (Prevention) Amendment Bill, 2019? 
• The Bill amends the Unlawful Activities (Prevention) Act, 1967, providing special 

procedures to deal with terrorist activities, individuals and groups that foster terrorism in 
India. 

 Key Features of the Bill 
• It empowers the government to designate individuals as terrorists if the person commits or 

participates in acts of terrorism, prepares for terrorism, promotes terrorism or is otherwise 
involved in terrorism. 

 This has been done as it is seen that when a terrorist organization is banned, its 
members form a new organization to spread terrorism. 

 

Unlawful Activities (Prevention) Amendment Bill, 2019 
• The bill also empowers the Director-General, National Investigation Agency (NIA) to 

grant approval of seizure or attachment of property when the case is being investigated by the 
agency. 

 Under the existing Act, the investigating officer is required to obtain the prior 
approval of the Director General of Police (DGP) to seize properties that bear any 
connection to terrorism. 
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 It has been seen that many times a terror accused own properties in different states. In 
such cases, seeking approval of DGPs of different states becomes very difficult, and 
the delay caused by the same may enable the accused to transfer properties. 

 Note: The NIA Act was enacted on 31st December, 2008. 
• NIA is functioning as the Central Counter Terrorism Law Enforcement Agency in India. 
• It empowers the officers of the NIA — of the rank of Inspector or above, to investigate 

cases.  
• The existing Act provides for investigation of cases to be conducted by officers of the rank of 

Deputy Superintendent or Assistant Commissioner of Police or above. 
• No changes being made in arrest or bail provisions.  
• Also, the provision that the burden of proof is on the investigating agency and not on the 

accused, has not been changed. 
• The International Convention for Suppression of Acts of Nuclear Terrorism (2005)has 

also been added in the Second Schedule through the Amendment. 
 

Why is it being opposed? 
• This is a potentially dangerous amendment which will empower officials of Union Ministry 

to brand any person ‘a terrorist‘, without following due process.  
• The name of such a person will be included in the ‘Fourth Schedule’ proposed to be added in 

the parent Act.  
• The only statutory remedy available to such a person is to make an application before 

the Central Government for de-notification, which will be considered by a Review 
Committee constituted by the Government itself. 

• An individual designated as terrorist can appeal to the Home Secretary, who will have to 
dispose of the appeal within 45 days.  

• If not satisfied with the Home Secretary's decision, the individual in question can move the 
committee headed by a sitting/retired judge of a high court and comprising at least two 
retired secretaries of the central government. 

• The amendment does not provide any legal consequence in case an individual is 
designated a terrorist.  

• The inclusion of one’s name in the Fourth Schedule as a terrorist per se will not lead to any 
conviction, imprisonment, fine, disqualifications or any sort of civil penalties.  

• An official designation as a terrorist will be akin to ‘civil death’ for a person, with social 
boycott, expulsion from job, hounding by media, and perhaps attack from self-proclaimed 
vigilante groups following. 

 
The UAPA 
• The UAPA, an upgrade on the Terrorist and Disruptive Activities (Prevention) Act TADA 

(lapsed in 1995) and the Prevention of Terrorism Act - POTA (repealed in 2004) was 
originally passed in the year 1967. 
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• Till the year 2004, “unlawful" activities referred to actions related to secession and cession of 
territory. Following the 2004 amendment, “terrorist act" was added to the list of offences. 

• The Act assigns absolute power to the central government, by way of which if the Centre 
deems an activity as unlawful then it may, by way of an Official Gazette, declare it so. 

• According to statistics published by the National Crime Records Bureau (NCRB), 922 
cases were reported under UAPA in 2016, which was 5% less than what was recorded 
in 2014, with 976 cases. At the same time, it was up by 3% from 2015 (897 cases). In 
total, 2,700 cases were registered over 2014, 2015 and 2016. 

 

Draconian provisions 
• The Act introduces a vague definition of terrorism to encompass a wide range of non-

violent political activity, including political protest. 
• It empowers the government to declare an organisation as ‘terrorist’ and ban it. Mere 

membership of such a proscribed organisation itself becomes a criminal offence. 
• It allows detention without a chargesheet for up to 180 days and police custody can be up 

to 30 days. 
• It creates a strong presumption against bail and anticipatory bail is out of the question. It 

creates a presumption of guilt for terrorism offences merely based on the evidence allegedly 
seized. 

• It authorises the creation of special courts, with wide discretion to hold in-camera 
proceedings (closed-door hearings) and use secret witnesses but contains no sunset clause 
and provisions for mandatory periodic review. 

 

The cons 
• Banning an organisation renders its members vulnerable to prosecution.  
• Other than imprisonment, consequences include loss of property linked to terrorism.  
• To avoid such drastic results, a member of such an organisation may prove that he or she has 

not interacted with the organisation after the ban order.  
• The organisation itself may challenge the notification in a judicial tribunal.  
• All these defences will vanish if an individual is notified as a terrorist.  
• No link to any organisation needs to be proved.  
• What is worse is that people consorting in any manner with a notified individual can also be 

roped in under the Act.  
• The Act itself is broadly framed, to sweep in all kinds of suspect organisations.  
• The same looseness of language when applied to an individual can be catastrophic at the 

level of his fundamental rights.  
 

Mains Question:  
Q) The ambiguous nature of Unlawful Activities Prevention Act, 1967 (UAPA) 
gives unreasonable power to authorities. Examine.  


